
GOVERNMENT POLICIES RELATED TO AI INDUSTRY

The rapid growth of China’s AI market is driven by multiple favorable factors, including
government policies. On May 8, 2015, the State Council issued the notice on promulgating Made in
China 2025 Plan (《中國製造2025》). Made in China 2025 Plan emphasizes on the acceleration of the
promotion of integrated development of new generation information technology and manufacturing and
regards intelligent manufacturing as the main direction of comprehensive integration of informatization
and industrialization. Meanwhile, it is underlined that efforts should be made to develop intelligent
equipment and intelligent products, promote intelligent production process, cultivate new production
methods, and comprehensively enhance the intelligent level of R&D, production, management and
service of enterprises.

On July 8, 2017, the State Council issued the Development Plan of A New Generation of AI (《新
一代人工智能發展規劃》). The plan pointed out three strategic steps in developing a new generation of
AI technology, and set goals to have China’s AI technology reach leading level in the world and
become one of the major AI innovation centers in the world.

On August 1, 2019, the Ministry of Science and Technology issued Guidelines for the
Construction of the National New Generation of AI Open Innovation Platform (《國家新一代人工智能
開放創新平台建設工作指引》) and pointed out that “open and sharing” shall be the important
philosophy in promoting AI innovation and industry development in China, and innovation platforms
are encouraged to open for companies to do testing, and thus to form standard and modularized models,
middleware and applications for providing services to the public in the form of open interfaces, model
libraries, algorithm packages, etc.

On July 10, 2023, the CAC issued the Interim Measures for the Administration of Generative
Artificial Intelligence Services (《生成式人工智能服務管理暫行辦法》) (the “Measures on Generative
AI Services”). The Measures on Generative AI Services defines the generative artificial intelligence as
the models and technology to generate such contents as texts, pictures, sound, videos. The Measures on
Generative AI Services requires generative AI service providers to take effective measures to enhance
the accuracy and reliability of the content created by the generative artificial intelligence. Pursuant to
the Measures on Generative AI Services, generative AI service providers shall (a) assume the
responsibilities of network information content producers and perform network information security
obligations; (b) assume the responsibilities of processors of personal information to protect personal
information; and (c) process training data such as conducting pre-training and optimization training in
accordance with the laws and regulations, including, among others, (i) the training shall use data and
models from lawful sources; (ii) if intellectual properties are involved, it shall not contain any contents
that infringe upon the intellectual property rights of other parties; (iii) if such data contains personal
information, the providers shall obtain consent of personal information subjects or comply with relevant
laws and regulations; and (iv) take effective measures to improve the quality of training data and
enhance the quality, authenticity, objectivity and diversity of training data. In the event where illegal
content or users engaging in illegal activities using generative AI services are discovered, the
generative AI services providers are required to take appropriate measures, including stopping the
generation of such illegal content and suspending or terminating the provision of services, undergo
rectifications, keep relevant records and report to the competent authority. Any provider of generative
AI services with public sentiment attributes or social mobilizing capability shall conduct security
assessment in accordance with relevant regulations and complete the filing formalities of algorithms in
accordance with the Provisions on the Administration of Algorithm Recommendation for Internet
Information Services (《互聯網信息服務算法推薦管理規定》). Providers of generative AI services may
be subject to penalties for non-compliance, including warning, public denouncement, rectification
orders and suspension of the provision of relevant services.

LAWS AND REGULATIONS RELATED TO INTERNET INFORMATION SERVICES

Pursuant to the Administrative Measures on Internet Information Services (《互聯網信息服務管理
辦法》) promulgated by the State Council on September 25, 2000 and last amended on December 6,
2024 and the Administration Measures for the Filing of Not-for-profit Internet Information Services
(《非經營性互聯網信息服務備案管理辦法》) last revised on January 18, 2024, internet information
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services are classified into “for-profit internet information services” and “not-for-profit internet
information services”. The for-profit internet information service refers to service activities to provide
information or website design to online users for profit; the not-for-profit internet information service
refers to service activities to provide online users open, shared information on internet free of charge.
The national government has installed the filing system for not-for-profit internet information service.
Whoever intends to provide not-for-profit internet information service through the websites visited via
internet domain names or through the websites which can only be visited via IP address within the
territory of the PRC shall go through filing procedures in accordance with law. Such not-for-profit
internet information service provider shall, when its website is available, display its filing number at
the central part on the bottom of its home page and link the URL of the filing administration system of
the MIIT, below the filing number for consultation and check by the public. Furthermore, an annual
review procedure is required for the not-for-profit internet information service provider to go through
on the filing administration system of the MIIT at a specified time each year.

LAWS AND REGULATIONS RELATED TO THE PROTECTION OF CYBER SECURITY,
INFORMATION SECURITY, DATA AND PRIVACY

In addition, on December 16, 1997, the Ministry of Public Security issued the Administrative
Measures on the Security Protection of Computer Information Network with International Connections
(《計算機信息網絡國際聯網安全保護管理辦法》), which took effect on December 30, 1997 and were
amended by the State Council on January 8, 2011. According to the aforementioned measures, no entity
or individual shall make use of international connections to harm national security, leak state secrets,
infringe on the national, social or collective interests or the legal rights and interests of citizens, or
engage in other illegal or criminal activities. If relevant entities violate any provisions of the measures,
such entities may be subject to an order of rectification within a specified period, warning, confiscation
of illegal income, cancellation of business permit or network connection qualifications. The
Administrative Measures for the Hierarchical Protection of Information Security (《信息安全等級保護
管理辦法》) that was issued and took effect on June 22, 2007 requires the entities that operate and use
information systems to fulfill the obligation of the hierarchical protection of information security. The
operator or the user of the information systems at Grade II or above shall, within thirty days since the
date when its security protection grade is determined, complete the record filing procedures at the local
public security authority at the level of city divided into districts or above.

The PRC Cybersecurity Law (《中華人民共和國網絡安全法》), which was promulgated on
November 7, 2016 and came into effect on June 1, 2017, requires that when constructing and operating
a network, or providing services through a network, technical measures and other necessary measures
shall be taken in accordance with laws, administrative regulations and the compulsory requirements set
forth in national standards to ensure the secure and stable operation of the network, to effectively cope
with cyber security events, to prevent criminal activities committed on the network, and to protect the
integrity, confidentiality and availability of network data. The PRC Cybersecurity Law emphasizes that
any individuals and organizations that use networks must not endanger network security or use
networks to engage in unlawful activities such as those endangering national security, economic order
and social order or infringing the reputation, privacy, intellectual property rights and other lawful rights
and interests of others. The PRC Cybersecurity Law has also reaffirmed certain basic principles and
requirements on personal information protection previously specified in other existing laws and
regulations. Any violation of the provisions and requirements under the PRC Cybersecurity Law may
subject an internet service provider to rectifications, warnings, fines, confiscation of illegal gains,
revocation of licenses, cancellation of qualifications, closedown of websites or even criminal liabilities.
The SCNPC further revised the PRC Cybersecurity Law on October 28, 2025, which became effective
on January 1, 2026, the revised PRC Cybersecurity Law stipulates that, among others, the state supports
basic theoretical research on artificial intelligence and the research of key technologies such as
algorithms, promotes the construction of infrastructure for training data resources and computing power,
improves AI ethical standards, strengthens risk monitoring, assessment, and security supervision, and
facilitates the application and healthy development of artificial intelligence. The revised PRC
Cybersecurity Law also increases penalties under certain circumstances and expands extraterritorial
application to activities outside the PRC that endanger the cybersecurity of the PRC.
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The PRC Data Security Law (《中華人民共和國數據安全法》) (the “Data Security Law”) was
passed by the Standing Committee of the 13th NPC at the 29th Session on June 10, 2021 and came into
effect on September 1, 2021. The Data Security Law is broadly applicable to such processing activities
of data which are carried out in the PRC or, where carried out outside the PRC, damage the national
security, public interests or the legitimate rights and interests of citizens and organizations of the PRC.
The Data Security Law mainly sets forth specific provisions regarding establishing basic systems for
data security management, including hierarchical data classification management system, risk
assessment system, monitoring and early warning system, and emergency disposal system. The Data
Security Law requires the data processor to establish and improve a whole-process data security
management system, organize data security education and training, and take corresponding technical
measures and other necessary measures to safeguard data security. In addition, it clarifies that any
organization or individual collecting data shall adopt lawful and proper methods and shall not steal data
or obtain the data by other illegal means, and risk monitoring shall be strengthened when data
processing activities are carried out, and where risks such as data security flaws and vulnerabilities are
discovered, remedial measures shall be immediately taken. Any violation of the provisions and
requirements under the Data Security Law may subject a data processor to rectifications, warnings,
fines, suspension of the related business, revocation of licenses or even criminal liabilities.

The Personal Information Protection Law of the People’s Republic of China (《中華人民共和國個
人信息保護法》) (the “PIPL”) was passed by the Standing Committee of the 13th NPC at the 30th
Session on August 20, 2021 and has come into effect on November 1, 2021. The PIPL specifies the
circumstances under which a personal information processor could process personal information and the
requirements for such circumstances. It also stipulates the obligations of a personal information
processor, which include, amongst others that, before processing personal information, personal
information processors should truthfully, accurately and completely inform individuals of the requisite
matters specified in the PIPL in a conspicuous manner and in clear and easy-to-understand language,
and personal information processors should also take measures in accordance with the PIPL to ensure
that personal information processing activities comply with laws and administrative regulations based
on the processing purpose, processing methods, types of personal information, impact on personal rights
and interests, and possible security risks, etc., and to prevent unauthorized access and personal
information leakage, tampering and loss. Any violation of the provisions and requirements under the
PIPL may subject a personal information processor to rectifications, warnings, fines, suspension of the
related business, revocation of licenses, being entered into the relevant credit record or even criminal
liabilities.

On December 13, 2005, the Ministry of Public Security issued the Regulations on Technological
Measures for Internet Security Protection (《互聯網安全保護技術措施規定》) (the “Internet Protection
Measures”) which came into effect on March 1, 2006. The Internet Protection Measures require
internet service providers and online entity users to take proper measures including anti-virus, data
back-up and other related measures, and to keep records of certain information of users for at least
sixty days, discover and detect illegal information, stop transmission of such information, and keep
relevant records. Internet service providers and online entity users shall establish corresponding
administration systems. Any user registration information shall not be publicized or divulged without
users’ approval, unless it is otherwise stipulated by any law or regulation. Under the Several Provisions
on Regulating the Market Order of Internet Information Services (《規範互聯網信息服務市場秩序若干
規定》) that was issued by MIIT on December 29, 2011 and came into effect on March 15, 2012,
internet information services providers are prohibited from collecting any information that is relevant to
the users and can be, solely or together with other information, used to identify the users to third
parties without users’ consent unless otherwise required by laws and administrative regulations. Internet
information services providers must expressly inform their users of the methods, contents and usages of
collecting and processing of users’ personal information and may only collect information necessary for
providing services.

MIIT’s Rules on Protection of Personal Information of Telecommunications and Internet Users
(《電信和互聯網用戶個人信息保護規定》), which was promulgated on July 16, 2013 and came into
effect on September 1, 2013, contains detailed requirements on the collection and use of personal
information as well as the security measures to be taken by internet information services providers.
Collection and use of user personal information by internet information services providers are subject to

THIS DOCUMENT IS IN DRAFT FORM, INCOMPLETE AND SUBJECT TO CHANGE AND THAT THE INFORMATION MUST BE
READ IN CONJUNCTION WITH THE SECTION HEADED “WARNING” ON THE COVER OF THIS DOCUMENT.

REGULATORY OVERVIEW

– 78 –



users’ consent and should abide by the principles of legality, appropriateness and necessity and be
within the specified methods, scopes and purposes that are required to be published by such internet
information services providers. Internet information services providers and their staff members shall
strictly keep confidential the personal information of users collected or used in the course of providing
services, and shall not divulge, tamper with, damage, sell or illegally provide others with the same.

On July 22, 2020, the Ministry of Public Security published the Guiding Opinions on the
Implementation of Cybersecurity Hierarchical Protection System and Critical Information Infrastructure
Security Protection System (《貫徹落實網絡安全等級保護制度和關鍵信息基礎設施安全保護制度的指
導意見》), which requires, among others, to determine the cybersecurity protection level in a scientific
manner based on the importance of network (including network facilities, information systems, and data
resources) in national security, economic construction, and social life, as well as factors such as the
degree of harm after its destruction, to implement hierarchical protection and supervision, with
emphasis on ensuring the security of critical information infrastructure and networks at or above the
third level.

Internet information service providers may be subject to criminal penalty for failure to protect
personal information. The Amendment IX to the Criminal Law of the People’s Republic of China (《中
華人民共和國刑法修正案(九)》), which was promulgated by the SCNPC on August 29, 2015 and came
into effect on November 1, 2015, stipulates that any network service provider that fails to fulfill the
obligations related to information network security management as required by applicable laws and
administrative regulations and refuses to take corrective measures after the regulatory authorities order
them to correct the non-performance, will be subject to criminal liability for causing (i) any large-scale
dissemination of illegal information; (ii) any serious consequence due to the leakage of users’
information; (iii) any serious loss of evidence of criminal activities or (iv) other severe situations, and
any individual or entity that (a) sells or provides personal information to others unlawfully or (b) steals
or illegally obtains any personal information will be subject to criminal liability in severe situations.
Pursuant to the Notice of the Supreme People’s Court, the Supreme People’s Procuratorate and the
Ministry of Public Security on Legally Punishing Criminal Activities Infringing upon the Personal
Information of Citizens (《最高人民法院、最高人民檢察院、公安部關於依法懲處侵害公民個人信息
犯罪活動的通知》), issued on April 23, 2013, and the Interpretation of the Supreme People’s Court and
the Supreme People’s Procuratorate on Several Issues regarding Legal Application in Criminal Cases
Infringing upon the Personal Information of Citizens (《最高人民法院，最高人民檢察院關於辦理侵犯
公民個人信息刑事案件適用法律若干問題的解釋》). Which was issued on May 8, 2017 and became
effective on June 1, 2017, the following activities may constitute the crime of infringing upon a
citizen’s personal information: (i) providing a citizen’s personal information to specified persons or
releasing a citizen’s personal information online or through other methods in violation of relevant
national provisions: (ii) providing legitimately collected information relating to a citizen to others
without such citizen’s consent (unless the information is processed, not traceable to a specific person
and not recoverable); (iii) collecting a citizen’s personal information in violation of applicable rules and
regulations when performing a duty or providing services; or (iv) collecting a citizen’s personal
information by purchasing, accepting or exchanging such information in violation of applicable rules
and regulations.

On July 30, 2021, the State Council promulgated the Regulations of Security Protection for
Critical Information Infrastructure (《關鍵信息基礎設施安全保護條例》) (“CII Protection
Regulations”), which became effective on September 1, 2021. Pursuant to the CII Protection
Regulations, critical information infrastructure refers to important network infrastructure and
information systems of important industries and fields such as public communications and information
services, energy, transportation, water conservancy, finance, public services, e-government affairs and
national defense science, and other important ones whose damage, function loss or data leakage may
endanger national security, people’s livelihood and public interests. According to the CII Protection
Regulations, the competent administrative departments and supervisory departments, which govern each
respective important industry or field, shall be responsible for formulating the identification rules on
and organizing the identification of the critical information infrastructure in such industry or field, and
such departments should promptly notify the CIIOs of the identification results.
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On December 28, 2021, thirteen PRC governmental and regulatory agencies, including the CAC,
promulgated the Measures for Cybersecurity Review (《網絡安全審查辦法》), which came into effect on
February 15, 2022. The Cybersecurity Review Measures provides that, among others, (i) a CIIO
purchasing network products and services or a network platform operator that engages in data
processing activities that affect or may affect national security shall be subject to the cybersecurity
review by the Cybersecurity Review Office, the department which is responsible for the implementation
of cybersecurity review under the CAC; (ii) a network platform operator with personal information of
more than one million users which seek listing in a foreign country is obliged to apply for a
cybersecurity review by the Cybersecurity Review Office according to Article 7 of the Measures for
Cybersecurity Review; and (iii) the relevant regulatory authorities may initiate cybersecurity review if
such regulatory authorities determine that the issuer’s network products or services, or data processing
activities affect or may affect national security. The CAC may voluntarily conduct a cyber security
review if any network products and services and activities of data process affects or may affect national
security.

On September 24, 2024, the State Council promulgated the Regulation on Network Data Security
Management (the “Data Security Regulations”) (《網絡數據安全管理條例》), which became effective
on January 1, 2025. The Data Security Regulations provides that network data processors conduct
network data processing activities that affects or may possibly affect national security must conduct
national security review in accordance with relevant laws and regulations. In addition, the Data Security
Regulations also regulate other specific requirements on personal information protection, important data
safety, cyber data cross-border safety management and obligations of network platform service provider.

On July 7, 2022, the CAC promulgated the Measures for the Security Assessment of Data
Cross-border Transfer (《數據出境安全評估辦法》), which took effect on September 1, 2022. The
Measures for the Security Assessment of Data Cross-border Transfer requires the data processor
providing data overseas apply for the security assessment of cross-border data transfer by the national
cybersecurity authority through its local counterpart if such transfer is conducted by a CIIO, or involves
important data, or their cross-border data transfer activities fulfill certain thresholds.

On March 22, 2024, the CAC released the Provisions on Promoting and Regulating Cross-border
Data Flows (《促進和規範數據跨境流動規定》), which came into effect on the same day. Such
provisions specify the situations in which the declaration for the data export security assessment, the
conclusion of the standard contract for the export of personal information, and the personal information
protection certification are not required. The provisions also explicitly state that data processors are not
required to apply for security assessment on cross-border transfer of important data, provided that the
relevant data has not been notified or published as important data by relevant departments or regions.

The Administrative Provisions on Security Vulnerability of Network Products (《網絡產品安全漏
洞管理規定》) (the “Provisions”) was jointly promulgated by the MIIT, the CAC and the Ministry of
Public Security on July 12, 2021 and came into effect on September 1, 2021. Network product
providers, network operators as well as organizations or individuals engaging in the discovery,
collection, release and other activities of network product security vulnerability are subject to the
Provisions and shall establish channels to receive information of security vulnerability of their
respective network products and shall examine and fix such security vulnerability in a timely manner.
Network operators shall take measures to examine and fix security vulnerability after discovering or
acknowledging that their networks, information systems or equipment have security loopholes.

On June 27, 2022, the CAC promulgated the Administrative Provisions on the Account
Information of Internet Users (《互聯網用戶帳號信息管理規定》, which became effective on August 1,
2022. The obligations of internet-based information service providers include but not limited to: (i)
authenticate the identity information of the users who apply for registration of relevant account and
verify the account information submitted by users upon registration; (ii) equip themselves with
professional and technical capabilities appropriate to the scale of services.

The Administrative Provisions on Internet Information Service Algorithm Recommendation (《互
聯網信息服務算法推薦管理規定》) (the “Administrative Provisions”) was jointly promulgated by the
CAC, the MIIT, the Ministry of Public Security and the State Administration for Market Regulation on
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December 31, 2021 and came into effect on March 1, 2022. The Administrative Provisions are
applicable to algorithm recommendation service providers, i.e. enterprises that provide internet
information services to users by applying algorithm technologies such as generation-synthesis,
personalized push, sorting and selection, retrieval and filtering, and scheduling and decision-making.
The Administrative Provisions on Internet Information Service Algorithm Recommendation implements
classification and hierarchical management for algorithm recommendation service providers based on
various criteria, and stipulates that algorithm recommendation service providers with public sentiment
attributes or social mobilizing capability shall file with the CAC within ten business days from the date
of providing such services.

On November 25, 2022, the CAC, MIIT and the Ministry of Public Security promulgated the
Administrative Provisions on Deep Synthesis of Internet Information Services (互聯網信息服務深度合
成管理規定), which took effect on January 10, 2023. The “deep synthesis technology” provided in such
provisions refers to the technology to generate text, graphics, radio, video, virtual scenes, among others,
with the use of deep learning and virtual reality. The measures emphasize that the deep synthesis
services shall not be utilized for illegal activities prohibited by laws and regulations, and specifically,
the related providers of such deep synthesis services shall (i) establish and improve control systems in
regard to user registration, algorithm review, technological ethic review, information public review,
statistics security, personal information protection, anti-telecom and online fraud, emergency disposal,
etc. and hold safe and controlled technical protection measures; and (ii) formulate and publicize related
management rules and platform pacts, improve service agreements, perform management
responsibilities in accordance with laws and agreements, and inform with explicit methods the technical
supporters and users of the deep synthesis services of their respective information safety obligations.

On March 7, 2025, the CAC, the MIIT, the MPS and the State Administration of Radio and
Television jointly issued the Notice on Promulgation of the Measures for Labeling AI-Generated or
Composed Content (《人工智能生成合成內容標識辦法》), which will become effective on September 1,
2025, pursuant to which, internet information service providers have the obligations to add explicit or
implicit labels to the AI-generated or composed content in certain circumstances.

On December 8, 2022, the MIIT issued the Administrative Measures for Data Security in the
Industrial and Information Technology Field (Trial Implementation) (《工業和信息化領域數據安全管理
辦法(試行)》) (the “MIIT Data Security Measures”), which came into effect on January 1, 2023. The
MIIT Data Security Measures is applicable to the processing activities carried out in the territory of the
PRC of data in the field of industry and information technology. The MIIT Data Security Measures
provides that industrial and telecommunication data processors shall implement data classification and
grading, and further imposes data security obligations and responsibilities on data processors in the
field of industry and information technology.

On February 12, 2025, the Administrative Measures for the Compliance Audit of Personal
Information Protection (《個人信息保護合規審計管理辦法》), was promulgated by the CAC, which
became effective on May 1, 2025. According to the Administrative Measures for the Compliance Audit
of Personal Information Protection, the term “compliance audit of personal information protection”
refers to supervisory activities that review and evaluate whether the personal information processing
activities of personal information processors comply with laws and administrative regulations. Where a
personal information processor conducts a compliance audit of personal information protection on its
own, such audit shall be carried out periodically either by its internal department or by engaging a
professional institution. Personal information processors that process the personal information of more
than 10 million individuals shall carry out the compliance audit of personal information protection at
least every two years.

On March 20, 2026, the MIIT and nine other relevant authorities jointly promulgated the
Measures for Ethical Review and Services of Artificial Intelligence Technologies (for Trial
Implementation) (《人工智能科技倫理審查與服務辦法(試行)》) (the “AI Ethical Review Measures”),
which came into effect on the same day. Key AI activities, which includes, amongst others, the R&D of
algorithm models, applications and systems with public opinion/social mobilization capability and
social consciousness-guiding capability, and R&D of automated decision-making systems with a high
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degree of autonomy for scenarios with safety or personal health risks, are subject to additional expert
review. Relevant entities must also complete and update required registrations on the National Science
and Technology Ethics Management Information Registration Platform.

On April 10, 2026, the CAC and four other relevant authorities jointly promulgated the Interim
Measures for the Administration of Anthropomorphic Interactive Services Based on Artificial
Intelligence (《人工智能擬人化互動服務管理暫行辦法》) (the “AI Anthropomorphic Interaction
Measures”), which will come into force on July 15, 2026. The AI Anthropomorphic Interaction
Measures apply to AI-powered services provided to the public in the PRC that simulate natural person’s
personality traits, patterns of thinking and communication styles and provide continuous emotional
interaction, including emotional care, companionship and support, and define the core compliance
obligations for relevant entities, covering content governance, minor protection, algorithm management,
data security and other key aspects. Pursuant to the AI Anthropomorphic Interaction Measures, amongst
others, entities providing anthropomorphic interactive services powered by artificial intelligence shall
establish internal compliance management systems, and shall also conduct security assessments in
accordance with the circumstances specified in the AI Anthropomorphic Interaction Measures, and shall
submit the assessment reports to the cyberspace administration department at the provincial level where
they are located.

LAWS RELATED TO CONSUMER PROTECTION

According to the Law of the PRC on the Protection of Consumer Rights and Interests (《中華人民
共和國消費者權益保護法》) (the “Consumer Protection Law”) which was promulgated on October 31,
1993, amended on August 27, 2009 and October 25, 2013 and became effective on March 15, 2014,
unless otherwise provided by this law, a business operator that provides products or services shall, in
any of the following circumstances, bear civil liability in accordance with the Product Quality Law and
other relevant laws and regulations: (i) where a defect exists in a product; (ii) where a commodity does
not possess functions it is supposed to possess, and it is not declared when the product is sold; (iii)
where the product standards indicated on a product or on the package of such product are not met; (iv)
where the quality condition indicated by way of product description or physical sample, etc. is not met;
(v) where products pronounced obsolete by formal national decrees are produced or have expired or
deteriorated commodities are sold; (vi) where a sold product is not adequate in quantity; (vii) where the
service items and fees are in violation of an agreement; (viii) where demands by a consumer for repair,
redoing, replacement, return, making up the quantity of a product, refund of a product purchase price or
service fee or claims for compensation have been delayed deliberately or rejected without reason; or
(ix) in other circumstances whereby the rights and interests of consumers, as provided by the PRC laws
and regulations, are harmed.

LAWS AND REGULATIONS RELATED TO INTELLECTUAL PROPERTY

Trademarks

The Trademark Law of the People’s Republic of China (《中華人民共和國商標法》) (the
“Trademark Law”) became effective on March 1, 1983 and was last amended on April 23, 2019, and
the Implementation Rules of the Trademark Law of the People’s Republic of China (《中華人民共和國
商標法實施條例》) became effective on September 15, 2002 and was last amended on April 29, 2014.
The Trademark Law and its implementation rules provide the basic legal framework for the regulation
of trademarks in the PRC, covering registered trademarks, including commodity trademarks, service
trademarks, collective marks and certificate marks. Registered trademarks are protected under the
Trademark Law and related rules and regulations. Trademarks are registered with the Trademark Office
of the National Intellectual Property Administration. Where registration is sought for a trademark that is
identical or similar to another trademark that has already been registered or given preliminary
examination and approved for use on the same or similar commodities or services, the application for
registration of such trademark may be rejected. Trademark registrations are effective for a renewable
ten-year period, unless otherwise revoked.
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Patents

Pursuant to the Patent Law of the People’s Republic of China (《中華人民共和國專利法》)
promulgated by the SCNPC on March 12, 1984, last amended on October 17, 2020 and effective from
June 1, 2021 and the Implementation Rules of the Patent Law of the People’s Republic of China (《中華
人民共和國專利法實施細則》) promulgated by the State Council on June 15, 2001, and last amended
on December 11, 2023, there are three types of patents, namely, invention, utility model and design.
Invention patents are valid for twenty years, while design patents are valid for fifteen years and utility
model patents are valid for ten years, from the date of application. The PRC patent system adopts a
“first come, first file” principle, which means that where more than one person files a patent application
for the same invention, a patent will be granted to the person who files the application first.

To be patentable, invention or utility models must meet three criteria: novelty, inventiveness and
practicability.

Copyright and Software Copyright

Copyright (including software copyright) is mainly protected by the Copyright Law of the
People’s Republic of China (《中華人民共和國著作權法》) as promulgated on September 7, 1990 and
last amended on November 11, 2020 by the SCNPC and the Implementing Rules of the Copyright Law
of the People’s Republic of China (《中華人民共和國著作權法實施條例》) as promulgated on August 2,
2002 and last amended on January 30, 2013 by the State Council. Such law and rules prescribe that
Chinese citizens, legal persons or other organizations enjoy copyright protection over their works,
whether published or not, in the domain of literature, art and science.

In addition, internet activities, products disseminated over the internet and software products also
enjoy copyright. Pursuant to the Measures for the Registration of Computer Software Copyright (《計算
機軟件著作權登記辦法》) promulgated by the National Copyright Administration on February 20, 2002
and the Regulation on Protection of Computer Software (《計算機軟件保護條例》) promulgated by the
State Council on June 4, 1991 and last amended by the State Council on January 30, 2013, the National
Copyright Administration is mainly responsible for the registration and management of software
copyright in China and recognizes the China Copyright Protection Center as the software registration
organization. The China Copyright Protection Center shall grant certificates of registration to computer
software copyright applicants in compliance with the regulations of the Measures for the Registration of
Computer Software Copyright and the Regulation on Protection of Computer Software.

Domain Names

Internet domain name registration and related matters are regulated by the Administrative
Measures on Internet Domain Names (《互聯網域名管理辦法》) promulgated by the MIIT on August 24,
2017 and taking into effect on November 1, 2017, and the Implementation Rules for the Registration of
National Top-level Domain Names (《國家頂級域名註冊實施細則》) promulgated by China Internet
Network Information Center and taking into effect on June 18, 2019. Domain name owners are required
to register their domain names and the MIIT is in charge of the administration of PRC internet domain
names. The domain name services follow a “first come, first file” principle. The applicants will become
the holders of such domain names upon completion of the registration procedure.

LAWS AND REGULATIONS RELATED TO LABOR PROTECTION, SOCIAL INSURANCE
AND HOUSING PROVIDENT FUNDS

General Labor Contract Rules

Labor contracts must be concluded in writing if labor relationships are to be or have been
established between enterprises, individual economic organizations, private non-enterprise entities, etc.
and the employees under the Labor Contract Law of the People’s Republic of China (《中華人 民共和
國勞動合同法》), promulgated on June 29, 2007 and last amended on December 28, 2012. Wages may
not be lower than local standards on minimum wages and must be paid to the employees timely.
According to the Labor Law of the People’s Republic of China (《中華人民共和國勞動法》),
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promulgated on July 5, 1994 and last amended on December 29, 2018, employers shall establish and
improve a system of labor safety and sanitation and shall strictly abide by national rules and standards
on labor safety and sanitation and educate employees on labor safety and sanitation so as to prevent
accidents during work and reduce occupational hazards. Labor safety and sanitation facilities shall
comply with national standards.

Social Insurance and Housing Provident Fund

According to the Social Insurance Law of the People’s Republic of China (《中華人民共和國社會
保險法》) passed by the SCNPC on October 28, 2010 and amended on December 29, 2018, each
employer and individual in the PRC shall make social insurance contributions, including basic pension
insurance, basic medical insurance, work injury insurance, unemployment insurance and maternity
insurance. Employer who fails to promptly pay social insurance contributions in full amount shall be
ordered to pay or supplement within a prescribed period, and shall be subject to a late payment fine
computed from the due date at the rate of 0.05% per day; where payment is not made within the
stipulated period, the relevant administrative authorities shall impose a fine ranging from one to three
times the amount of the amount in arrears.

According to the Administrative Regulations on the Housing Provident Fund (《住房公積金管理條
例》) passed by the State Council on April 3, 1999 and last amended on March 24, 2019, each employer
and individual in the PRC shall make housing provident fund contributions. Where, in violation of the
provisions of the regulations, an employer is overdue in the contribution of, or underpays, the housing
provident fund, the housing provident fund management center shall order it to make the contribution
within a prescribed time limit; where the contribution has not been made after the expiration of the time
limit, an application may be made to a people’s court for compulsory enforcement. On July 31, 2025,
the PRC Supreme People’s Court promulgated the Interpretation (II) of the Supreme People’s Court on
Issues Concerning the Application of Law in the Trial of Labor Dispute Cases (《最高人民法院關於審
理勞動爭議案件適用法律問題的解釋(二)》) (the “New Judicial Interpretation”), which took effect on
September 1, 2025. Article 19(1) thereof stipulates that if an employer and an employee agree or the
employee undertakes that social insurance contributions need not be paid, the People’s Court shall deem
such agreement or undertaking invalid. Furthermore, where an employer fails to pay social insurance
contributions in accordance with the law, and the employee seeks to terminate the labor contract and
claims economic compensation from the employer pursuant to Article 38(3) of the PRC Labor Contract
Law, the People’s Court shall support such claims in accordance with the law, which clarifies that
employees are entitled to request termination of their labor contracts and receive corresponding
economic compensation under the PRC Labor Contract Law if the employer fails to make social
insurance contributions in accordance with the law.

LAWS AND REGULATIONS RELATED TO TAXATION

We are subject to a variety of PRC laws, rules and regulations relating to tax, such as the
enterprise income tax, value added tax. For details, see “Appendix III — Taxation and Foreign
Exchange — Taxation In Chinese Mainland”.

LAWS AND REGULATIONS RELATED TO COMPANIES

The establishment, operation and management of corporate entities in China are governed by the
PRC Company Law (《中華人民共和國公司法》), which was amended by the SCNPC on December 29,
2023 and became effective on July 1, 2024. Under the PRC Company Law, companies are generally
classified into two categories: limited liability companies and limited companies by shares. The PRC
Company Law also applies to foreign-invested limited liability companies but where other relevant laws
regarding foreign investment have provided otherwise, such other laws shall prevail.

LAWS AND REGULATIONS RELATED TO FOREIGN INVESTMENT

Investment activities in the PRC by foreign investors are principally governed by the Catalogue of
Industries for Encouraging Foreign Investment (2022 Edition) (《鼓勵外商投資產業目錄(2022年版)》)
(the “Encouraged Catalog”), which was promulgated by the Ministry of Commerce (the
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“MOFCOM”), and the National Development and Reform Commission (the “NDRC”), on October 26,
2022 and took effect on January 1, 2023, and the Special Administrative Measures (Negative List) for
Access of Foreign Investment (2024 Edition) (《外商投資准入特別管理措施(負面清單)》) (“The
Negative List”), which was promulgated by the MOFCOM and the NDRC on September 6, 2024 and
took effect on November 1, 2024, and together with the Foreign Investment Law (《中華人民共和國外
商投資法》) (the “FIL”) and their respective implementation rules and ancillary regulations.

On March 15, 2019, the National People’s Congress (the “NPC”) promulgated the FIL, which has
come into effect on January 1, 2020. The FIL, by means of legislation, establishes the basic framework
for the access, promotion, protection and administration of foreign investment in view of investment
protection and fair competition. According to the FIL, foreign investment shall enjoy pre-entry national
treatment, except for those foreign invested entities that operate in industries deemed to be either
“restricted” or “prohibited” in the “Negative List”. Any industries not falling in the Negative List shall
be administered under the principle of equal treatment to domestic and foreign investment.

The foreign investment information reporting is subject to the Foreign Investment Information
Reporting Method (《外商投資信息報告辦法》) jointly developed by the MOFCOM and the SAMR,
which came into effect on January 1, 2020. According to the Foreign Investment Information Reporting
Method, the MOFCOM is responsible for coordinating and guiding the reporting of foreign investment
information nationwide. The competent commercial department of the local people’s government at or
above the county level, as well as the relevant agencies of the Pilot Free Trade Zone and the National
Economic and Technological Development Zone, are responsible for reporting information on foreign
investment in the region. Foreign investors who directly or indirectly carry out investment activities in
China shall submit investment information to the competent commercial department through the
enterprise registration system and the National Enterprise Credit Information Publicity System.

LAWS AND REGULATIONS RELATED TO EMPLOYEE STOCK INCENTIVE PLAN

The STA has issued certain circulars concerning employee stock options and restricted shares.
Under these circulars, employees working in the PRC who exercise stock options or are granted
restricted shares will be subject to PRC individual income tax. The PRC subsidiaries of an overseas
listed company are required to file documents related to employee stock options and restricted shares
with relevant tax authorities and to withhold individual income taxes of employees who exercise their
stock options or purchase restricted shares. If the employees fail to pay or the PRC subsidiaries fail to
withhold income tax in accordance with relevant laws and regulations, the PRC subsidiaries may face
sanctions imposed by the tax authorities or other PRC governmental authorities.

LAWS AND REGULATIONS RELATED TO DIVIDEND DISTRIBUTION

Pursuant to the Enterprise Income Tax Law of the PRC and its implementation rules, if a
non-resident enterprise has not set up an organization or establishment in the PRC, or has set up an
organization or establishment but the income derived has no actual connection with such organization
or establishment, it will be subject to a withholding tax on its PRC-sourced income at a rate of 10%.
Pursuant to the Arrangement between Mainland China and the Hong Kong Special Administrative
Region for the Avoidance of Double Taxation and Tax Evasion on Income (《內地 和香港特別行政區關
於對所得避免雙重徵稅和防止偷漏稅的安排》), the withholding tax rate in respect to the payment of
dividends by a PRC enterprise to a Hong Kong enterprise is reduced to 5% from a standard rate of 10%
if the Hong Kong enterprise is the beneficial owner of the dividends and directly holds at least 25% of
the PRC enterprise.

Pursuant to the Notice of the State Administration of Taxation on the Issues concerning the
Application of the Dividend Clauses of Tax Agreements (《國家稅務總局關於執行稅收協定股息條款有
關問題的通知》), if the relevant PRC tax authorities determine, in their discretion, that a company
benefits from such reduced income tax rate due to a structure or arrangement that is primarily
tax-driven, such PRC tax authorities may adjust the preferential tax treatment. The STA issued the
Announcement of State Taxation Administration on Promulgation of the Administrative Measures on
Non-resident Taxpayers Enjoying Treaty Benefits (《國家稅務總局關於發布〈非居民納稅人享受協定待
遇管理辦法〉的公告》) (the “STA Circular 35”) on 14 October 2019, which became effective on 1
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January 2020. According to the STA Circular 35, no approvals from the tax authorities are required for
a non-resident taxpayer to enjoy treaty benefits, where a non-resident taxpayer self-assesses and
concludes that it satisfies the criteria for claiming treaty benefits, it may enjoy treaty benefits at the
time of tax declaration or at the time of withholding through the withholding agent, but it shall gather
and retain the relevant materials as required for future inspection, and accept follow-up administration
by the tax authorities. There are also other conditions for enjoying the reduced withholding tax rate
according to other relevant tax rules and regulations. According to the Circular of the State
Administration of Taxation on Several Issues regarding the “Beneficial Owner” in Tax Treaties (《國家
稅務總局關於稅收協定中“受益所有人”有關問題的公告》), which was issued on 3 February 2018 by
the STA, effective as of 1 April 2018, when determining the applicant’s status of the “beneficial owner”
regarding tax treatments in connection with dividends, interests or royalties in the tax treaties, several
factors, including without limitation, whether the applicant is obligated to pay more than 50% of its
income in twelve months to residents in third country or region, whether the business operated by the
applicant constitutes the actual business activities, and whether the counterparty country or region to
the tax treaties does not levy any tax or grant tax exemption on relevant incomes or levy tax at an
extremely low rate, will be taken into account, and it will be analyzed according to the actual
circumstances of the specific cases. This circular further provides that applicants who intend to prove
his or her status of the “beneficial owner” shall submit the relevant documents to the relevant tax
bureau according to the Administrative Measures for Non-Resident Taxpayers to Enjoy Treatments
under Tax Treaties.

LAWS AND REGULATIONS RELATED TO FOREIGN EXCHANGE

The principal regulations governing foreign currency exchange in China are the Foreign Exchange
Administration Regulations of the PRC (《中華人民共和國外匯管理條例》) which was promulgated by
the State Council on 29 January 1996 and was lastly amended on 5 August 2008. The lawful currency
of Chinese Mainland is the Renminbi. The SAFE, authorized by the PBOC, is empowered with the
functions of administering all matters relating to foreign exchange, including the enforcement of foreign
exchange regulations. For details, see “Appendix III — Taxation and Foreign Exchange — FOREIGN
EXCHANGE ADMINISTRATION IN THE PRC”.

LAWS AND REGULATIONS RELATED TO OVERSEAS LISTING

On February 17, 2023, the CSRC also issued the Trial Administrative Measures of Overseas
Securities Offering and Listing by Domestic Companies (《境內企業境外發行證券和上市管理試行辦
法》) (the “Overseas Listing Trial Measures”) and relevant five guidelines which became effective on
March 31, 2023, and, among others, set forth the standards in the determination of an indirect overseas
listing by a domestic company, the responsible filing persons, and the procedures for the filing.
According to the Overseas Listing Trial Measures, the PRC domestic enterprises that seek to offer and
list securities in overseas markets, either by direct or indirect means (“Overseas Offering and
Listing”), are required to fulfill the filing procedure with the CSRC and submit filing reports, legal
opinions and other relevant documents. Specifically, following the principle of substance over form, if
an issuer both meets the following criteria, its overseas offering and listing will be deemed as indirect
Overseas Offering and Listing by a PRC domestic enterprises: (i) 50% or more of any of the issuer’s
operating revenue, total profit, total assets or net assets as documented in its audited consolidated
financial statements for the most recent fiscal year is accounted for by domestic companies; and (ii) the
main parts of the issuer’s business activities are conducted in Mainland China, or its main place(s) of
business are located in Mainland China, or the majority of senior management staff in charge of its
business operations and management are PRC citizens or have their usual place(s) of residence located
in Mainland China. The Overseas Listing Trial Measures also set forth the issuer’s reporting obligations
in the event of occurrence of material events after the Overseas Offering and Listing. In the event of
the occurrence of any of the following material events, the issuer shall make a detailed report to the
CSRC within 3 working days after the occurrence and public announcement of the relevant event: (i)
change in controlling rights; (ii) being subject to investigation, punishment or other measures by
overseas securities regulatory authorities or the relevant authorities; (iii) changing listing status or
changing the listing board; (iv) voluntary or compulsory termination of listing. Besides, if any material
change in the principal business and operation of the issuer after its Overseas Offering and Listing
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makes the issuer no longer within the scope of record-filing, the issuer shall submit a special report and
a legal opinion issued by a PRC domestic law firm to the CSRC within 3 working days after the
occurrence of the relevant change to provide an explanation of the relevant situation.

According to the Overseas Listing Trial Measures, the PRC domestic enterprises engaging in
Overseas Offering and Listing activities shall strictly comply with the laws, administrative regulations
and relevant provisions of the PRC government on foreign investment, State-owned assets, industry
regulation, overseas investment, etc., shall not disrupt domestic market order, and shall not harm
national interests, public interest and the legitimate rights and interests of domestic investors. The PRC
domestic enterprise that conducts Overseas Offering and Listing shall (i) formulate its articles of
association, improve its internal control system and standardize its corporate governance, financial
affairs and accounting activities in accordance with the PRC Company Law, the PRC Accounting Law
and other PRC laws, administrative regulations and applicable provisions; (ii) abide by the legal system
of the PRC on confidentiality and take necessary measures to implement the confidentiality
responsibility, shall not divulge any state secret or the work secrets of state authorities, and shall also
comply with laws, administrative regulations and the relevant provisions of the PRC where involved in
the overseas provision of personal information and important data. In addition, the Overseas Listing
Trial Measures also provides the circumstances where the Overseas Offering and Listing is explicitly
prohibited, including: (i) such securities offering and listing is explicitly prohibited by provisions in
laws, administrative regulations and relevant state rules; (ii) the Overseas Offering and Listing may
endanger national security as reviewed and determined by competent authorities under the State Council
in accordance with law; (iii) the PRC domestic enterprise, or its controlling shareholder(s) and the
actual controller, have committed relevant crimes such as corruption, bribery, embezzlement,
misappropriation of property or undermining the order of the socialist market economy during the last
three years; (iv) the PRC domestic enterprise is currently under investigations for suspicion of criminal
offenses or major violations of laws and regulations, and no conclusion has yet been made thereof; or
(v) there are material ownership disputes over equity held by the controlling shareholder(s) or by other
shareholder(s) that are controlled by the controlling shareholder(s) and/or actual controller.

On February 24, 2023, the CSRC and other relevant government authorities promulgated the
Provisions on Strengthening the Confidentiality and Archives Administration of Overseas Securities
Issuance and Listing by Domestic Enterprises (《關於加強境內企業境外發行證券和上市相關保密和檔
案管理工作的規定》) (the “Provision on Confidentiality”), which became effective on March 31,
2023. Pursuant to the Provision on Confidentiality, where a domestic enterprise provides or publicly
discloses to the relevant securities companies, securities service institutions, overseas regulatory
authorities and other entities and individuals, or provides or publicly discloses through its overseas
listing subjects, documents and materials involving state secrets and working secrets of state organs, it
shall report the same to the competent department with the examination and approval authority for
approval in accordance with the law, and submit the same to the secrecy administration department of
the same level for filing. Domestic enterprises providing accounting archives or copies thereof to
entities and individuals concerned such as securities companies, securities service institutions and
overseas regulatory authorities shall perform the corresponding procedures pursuant to the relevant
provisions of the State. The working papers formed within the territory of the PRC by the securities
companies and securities service institutions that provide corresponding services for the overseas
issuance and listing of domestic enterprises shall be kept within the territory of the PRC, and those that
need to leave the PRC shall go through the examination and approval formalities in accordance with the
relevant provisions of the State.

REGULATIONS ON THE H SHARE FULL CIRCULATION

“Full circulation” means listing and circulating on the stock exchange of the domestic unlisted
shares of an H-share listed company, including unlisted domestic shares held by domestic shareholders
prior to overseas listing, unlisted domestic shares additionally issued after overseas listing, and unlisted
shares held by foreign shareholders. On November 14, 2019, the CSRC issued the Guidelines for the
“Full Circulation” Program for Domestic Unlisted Shares of H-share Listed Companies (《H股公司境內
未上市股份申請“全流通”業務指引》) (the “Guidelines for the Full Circulation”), which was amended
on August 10, 2023.
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According to the Guidelines for the Full Circulation, shareholders of domestic unlisted shares may
determine by themselves through consultation the amount and proportion of shares, for which an
application will be filed for circulation, provided that the requirements laid down in the relevant laws
and regulations and set out in the policies for state-owned asset administration, foreign investment and
industry regulation are met, and the corresponding H-share listed company may be entrusted to file the
said application for full circulation. To apply for full circulation, an H-share listed company shall file
the application with the CSRC according to the filing procedures necessary for the Overseas Listing
Regulations. After the application for full circulation has been approved by the CSRC, the H-share
listed company shall submit a report on the relevant situation to the CSRC within 15 days after the
registration with China Securities Depository and Clearing Limited (the “CSDC”) of the shares related
to the application has been completed. After domestic unlisted shares are listed and circulated on the
Hong Kong Stock Exchange, they may not be transferred back to China.

On December 31, 2019, CSDC and the Shenzhen Stock Exchange jointly announced the Measures
for Implementation of H-share Full Circulation Business (《H股“全流通”業務實施細則》) (the
“Measures for Implementation”) to regulate the H-share full circulation business, such as cross-border
transfer registration, maintenance of deposit and holding details, transaction entrustment and instruction
transmission, settlement, management of settlement participants, services of nominal holders, etc.

In addition, the Shenzhen Branch of CSDC released the Guide for “Full Circulation” Business of
H Shares by the Shenzhen Branch of China Securities Depository and Clearing Corporation Limited
(《中國證券登記結算有限責任公司深圳分公司H股“全流通”業務指南》) on September 20, 2024 and
further amended on June 30, 2025, which clearly provides for business arrangements and procedures
related to H-share full circulation business, including business preparation, cross-border transfer
registration, overseas depository of shares and initial maintenance and change in maintenance of
domestic holding details, corporate behavior processing, clearing and settlement, risk management and
business charges.

Pursuant to the Overseas Listing Regulations, in respect of a domestic company directly listed
overseas, shareholders holding its unlisted domestic shares who apply to convert such shares held by
them into listed overseas shares and to be listed in an overseas stock exchange, shall comply with the
relevant regulations of the CSRC and entrust domestic enterprises to file with the CSRC.

The international export restrictions and sanctions related laws and regulations that have a
significant impact to our business are set out below:

EXPORT ADMINISTRATION REGULATIONS

The major U.S. export control regimes is governed by the Export Administration Regulations
(“EAR”), 15 CFR Parts 730-774, which is administered by the Bureau of Industry and Security, U.S.
Department of Commerce (“BIS”). BIS regulates the export, re-export and transfer (in-country) of items
(including commodities, software or technology of a commercial and/or dual use nature, collectively
“item”) “subject to the EAR”. The item subject to the EAR includes i) all items in the United States,
including in a U.S. Foreign Trade Zone or moving in transit through the United States from one foreign
country to another, ii) all U.S. origin items wherever located; iii) foreign-made items that exceed de
minimis amount of U.S.-origin content, iv) certain foreign-produced “direct products” of specified
technology and software, or certain foreign-produced products of a complete plant or any major
component of a plant that is a “direct product” of specified technology or software.

EAR § 734.4 regulates the De Minimis Rule. It captures foreign-made items that incorporate
controlled U.S.-origin components, software, or technology. If the value of the controlled U.S. content
exceeds a specific percentage threshold (the de minimis level) of the total value of the foreign-made
item, the entire foreign-made item becomes subject to the EAR. According to § 734.4, the de minimis
threshold varies, from 25% for most countries to less than 10% for comprehensively sanctioned
countries (Cuba, Iran, Syria, and North Korea), and what items are considered controlled (and thus are
included in the de minimis calculation) also varies. The standard threshold for China is 25%, but
critical exceptions exist.

THIS DOCUMENT IS IN DRAFT FORM, INCOMPLETE AND SUBJECT TO CHANGE AND THAT THE INFORMATION MUST BE
READ IN CONJUNCTION WITH THE SECTION HEADED “WARNING” ON THE COVER OF THIS DOCUMENT.

REGULATORY OVERVIEW

– 88 –



The export, reexport, and in-country transfer of item subject to the EAR may be subject to an
export license from BIS. A key in determining whether an export license is the specific Export Control
Classification Number (ECCN), the intended destination of export, reexport, and in-country transfer,
and the end use, and the end user. If the item does not have an ECCN, it is classified as EAR99, which
generally means that no license is required, except in cases involving embargoed destinations,
prohibited end uses, or restricted end users.

In particular, certain individuals and organizations are prohibited from receiving U.S. goods and
others may only receive goods if the items have been licensed (even items that do not normally require
a license based on the ECCN and Commerce Country Chart or based on an EAR99 designation).
Supplement No. 4 to Part 744 of EAR provides a list of parties whose participation in a transaction can
trigger a license requirement under the EAR, i.e. the “Entity List”. The list specifies the license
requirements that apply to each listed party. For most entities on the Entity List, the stated license
review policy is a “presumption of denial.” This means that when a company applies for a license to do
business with a listed entity, BIS will start from the position that the transaction should be denied.
Approval is exceptionally rare and granted only in very limited circumstances, such as for humanitarian
needs.

The Foreign Direct Product Rules (“FDPR”) extend the reach of U.S. export controls to certain
foreign-made items that are the direct product of controlled U.S. technology or software, even if those
items are manufactured entirely outside the U.S. Under 15 C.F.R. § 734.9(e), the Entity List Foreign
Direct Product (FDP) Rules further extend U.S. export control jurisdiction to foreign-produced items
that are the direct product of certain U.S.-origin technology or software when there is “knowledge” that
such items are destined for or used by parties on the Entity List. A foreign-produced item is subject to
the EAR if it meets the following scopes: (1) if the foreign-produced item is a direct product of
technology or software listed subject to the EAR and specified with certain ECCNs, or (2) if the
foreign-produced item is produced by any complete plant or major component of a plant that is located
outside the United States, when the complete plant or major component of a plant, whether made in the
U.S. or a foreign country, itself is a direct product of U.S.-origin technology or software that is
specified in certain ECCNs. If these conditions are met, any export, reexport, or in-country transfer of
the item to such listed parties requires a U.S. export license under EAR § 744.11.

The BIS Affiliates Rule (or 50% Rule), published on September 30, 2025, marks a major
expansion of U.S. export controls by introducing an ownership-based compliance standard similar to
OFAC’s 50% Rule. Under this rule, any foreign entity owned 50% or more, directly or indirectly,
individually or in the aggregate, by one or more parties listed on the Entity List, the Military End-User
(MEU) List, or OFAC’s SDN List under 15 C.F.R. § 744.8(a)(1) is deemed a “covered affiliate.” Such
affiliates are subject to the same export, reexport, and in-country transfer restrictions as the listed entity
itself. The rule aims to close loopholes that allowed restricted entities to evade controls through
subsidiaries or shell companies, and it imposes a proactive due diligence obligation, codified in
Supplement No. 3 to Part 732, requiring exporters to assess the ownership structure of their
counterparties and treat any 50%-or-greater-owned entity as if it were listed. Notably, on November 1,
2025, the White House announced a one-year suspension of the application of BIS Affiliates Rule,
effective as of November 10, 2025.

THIS DOCUMENT IS IN DRAFT FORM, INCOMPLETE AND SUBJECT TO CHANGE AND THAT THE INFORMATION MUST BE
READ IN CONJUNCTION WITH THE SECTION HEADED “WARNING” ON THE COVER OF THIS DOCUMENT.

REGULATORY OVERVIEW

– 89 –


	REGULATORY OVERVIEW  

